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Figure 1: Unsecured Installations in Europe [1]
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Figure 2: Unsecured Installations in Asia [1]
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Figure 3: Unsecured Installations in North America [1]
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Defense in Depth

Application and Data Security
Host Security
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Figure 5: Layered Security [2][3]
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Task Description

m Develop an IDS that can be used for BAS

m The IDS should support installations based on

- KNX
- BACnet

- EnOcean
m The IDS should base on open-source software

m The IDS should be easy to handle by facility
management and IT security personnel
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Detection Methodologies

Signature-based Detection (SD)

SD is the process using signatures, i.e., patterns or strings, to
compare patterns against captured events to recognize
possible intrusions.

Anomaly-based Detection (AD)

AD is the process of comparing definitions of regular activity
against observed events to identify significant deviations.

Stateful Protocol Analysis (SPA)

SPA is the process of comparing profiles of generally
excepted protocol activity for each state against observed
events. SPA is able to track and understand states of
network, transport and application protocols.
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Detection Approaches

Detection approach Detection methodology® Time Detecti
Series type® of attacks®
AD SD  SPA
Statistics-based ~ Statistics v v - o H/N B M
Distance-based v - - o N u M
Bayesian-based v v - o N B H
Game Theory v - - o H/N u L
Pattern-based  Pattern Matching - v - x N K H
Petri Net - v - o H K M
Keystroke monitoring - v - o H K H
File system checking v v - x H B H
Rule-based Rule-based v v - x H/N B H
Data Mining v v - x N B M
Model/Profile-based v - - x H/N u M
Support vector machine v v - o N B H
State-based State-Transition Analysis - v - o H/N K H
User intention identification v - - o H u H
Markov Process Model v - - o H/N u M
[Protocol Analysis v v v [9) P T [
Heuristic-based  Neural Networks v v - o N B M
Fuzzy Logic v - - x H/N u H
Genetic algorithm - v - o N K L
Immune system v v - o H B M
Swarm Intelligent v - - o N u H

@ Detection methodology: anomaly-based detection (AD), signature-based detection (SD), stateful protocol analysis (SPA).

b Technology type: host-based (H), network-based (N), protocol-based (P)

© Detection of attacks: known attacks (K), unknown attacks (U), both known and unknown attacks (B), tripartite of AD, SD, SPA (T).
d Performance: high (H), moderate (M), low (L).

Table 1: Classification of various intrusion detection approaches [4]
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Figure 7: Snort 3.0 Architecture [5]




Rules

action proto source dir dest ( body )

Listing 1: Snort rule structure

log tcp any any -> 10.0.0.1/24 79 (msg:"TCP
traffic on host X at port Y.";)

Listing 2: Snort rule example

alert tcp any any -> 192.168.1.1 80 ( msg:"A
ha!"; content:"attack"; sid:1; )

Listing 3: Snort rule example (SD)

Nou s~ WN R

alert http (
msg:"Catch ’'em all!";
flow:estabilished;
to_server;
http_uri:"attack";
sid:2;

Listing 4: Snort rule example (SPA)
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KNXnet/IP Service Inspector TECHNIKUM
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Figure 8: KNXnet/IP Service Inspector [6]




Execution Flow
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Configuration

m Two types of objects:
- server
- policy

Introduction

m server object used to define: <
nort 3.0

- IP, Port, and Policy Y
- Logglng Service Inspector

Live
i i 1 D trati
m policy object used to define: emonstration
- Protocol Inspection
- Anomaly Detection

Outlook
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e Individual/Physical Addressing
e KNXnet/IP Services

e KNX Application Layer Services
e Group Address File

14,41




ETS Group Address Export

PN OUT R WN R

<?xml version="1.0" encodin
<GroupAddress-

<GroupAddress
<GroupAddress
<GroupAddress

<GroupAddress
<GroupAddress
<GroupAddress
<GroupAddress
<GroupAddress
<GroupAddress

"utf-8" standalone="yes"?>

Export xmlns="http://knx.org/xml/ga-export/e1">
Name="Central" Address="o/0/1" Central="true" DPTs="DPST-1-1"/>
Name="Date and Time" Address="o/1/e" DPTs="DPT-19" />
Name="Light A1 - Switch" Address="1/0/e" DPTs="DPST-1-1"
ia="7.6.7,7.6.5"/>

Name="Light B1 - Switch" Address="1/1/0" DPTs="DPST-1-1" />
Name="J1 - Up/Down" Address="2/0/0" DPTs="DPST-1-8" />
Name="J1 - Stop/Slat" Address="2/0/1" DPTs="DPST-1-9" />
Name="J2 - Up/Down" Address="2/1/e" DPTs="DPST-1-8" />
Name="J2 - Stop/Slat" Address="2/1/1" DPTs="DPST-1-9" />
Name="Room B - Current Temp." Address="3/1/0" DPTs="DPST-9-1"
max="30.0" min="15.0" ia="7.6.4" />

</GroupAddress-Export>

Listing 5: ETS GA export

KNXnet/IP
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ETS Group Address Export

©@OV OoO~N OV~ WN R

B R R R RR
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<GroupAddress-Export>

<GroupAddress
Name="Light A1 - Switch"
Address="1/0/0"
DPTs="DPST-1-1"
ia="7.6.7,7.6.5"

/>

<GroupAddress
Name="Room B - Current Temperature
Address="3/1/0"
DPTs="DPST-9-1"
max="30.0"
min="15.0"
ia="7.6.4"

/>
</GroupAddress-Export>

Listing 6: ETS GA export
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Packet Processing & Protocol Inspection

Get configuration of
commumcatmg server

Introduction
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Detect anomalies
knxnetip::detection::detect()

[ Update counts j

Figure 10: Inspector API: eval() routine
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Anomaly Detection

WIEN
|
Is the service allowed?
Is the destination an
individual address?

Introduction

Is this group
address specified? Snort 3.0
KNXnet/IP
Service Inspector
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Figure 11: knxnetip::detection: :detect()
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Attack Scenario & Setup

ﬂ Introduction
@ & Snort 3.0
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Figure 12: Attack Scenario
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#1 Protocol Version

$ snort -c snort.lua -R local.rules -r INVALID_VERSION.pcap -A alert_full -d -X -e

++ [0] /home/admin/captures/INVALID_VERSION.pcap
pkt:1 gid:147 sid:3 rev:e
timestamp:08/22-14:27:08.000000
eth(DLT): ©0A:01:01:01:01:01 -> 0A:02:02:02:02:02 type:0x0800
ipv4(exe800): 172.22.10.76 -> 172.22.12.76

Next:ox11 TTL:255 TOS:exe ID:4660 IpLen:20 DgmLen:s1
udp(ex11): SrcPort:3671 DstPort:41975 Len:23

0000 OA 02 02 02 02 02 OA 01 01 01 01 01 08 00 45 00 +.evvere vurvns £
0010 00 33 12 34 00 00 FF 11 3A C1 AC 16 ©A 4C AC 16 .3.4.... i....L..
0020 oC 4C oF 57 A3 F7 00 1F 04 20 00 17 .L.W....

0030 04 01 3E 00 29 00 BC E®@ 76 04 19 00 ©3 00 80 OD ..>.)... V.......
0040 00

[++] [147:2:0] "(knxnetip) invalid protocol version” [+]

-- [e] /home/admin/captures/INVALID_VERSION.pcap

Figure 13: Invalid protocol version alert
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#2 Total Length

$ snort -c snort.lua local.rules -r INVALID_TOTAL_LENGTH.pcap -A alert_full -d -X -e
Introduction

Snort 3.0

knxnetip.raw[65]: KNXnet/IP
Service Inspector

0000 ©OA 02 02 02 02 02 OA 01 01 01 01 01 08 00 45 00
0010 00 33 12 34 00 00 FF 11 3A C1 AC 16 0A 4C AC 16

ve

Demonstration

0020 0C 4C oFE 57 A3 F7 00 1F 9A 60 06
0030 04 01 3E 00 29 00 BC E®@ 76 04 19 00 03 00 80 ©D
0040 00

Outlook

--------------------- Appendix
[##] [147:3:0] "(knxnetip) total length of packet does not match received length" [#x]

-- [0] /home/admin/captures/INVALID_TOTAL_LENGTH.pcap

Figure 14: Invalid total packet length alert
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#3 Covert Channels

$ snort -c snort.lua -R local.rules -r COVERT_CHANNEL.pcap -A alert_full -d -X -e
Introduction

Snort 3.0

KNXnet/IP

knxnetip.raw[66]: Service Inspector

ve

0000 00 OE 8C 00 24 C3 28 D2 44 2C 68 DF 08 00 45 00
0010 00 2C EC FE 40 00 40 11 46 72 A9 FE 59 A9 A9 FE
0020 59 AA Ao A6 OE 57 00 18 68 2E 06 10 02 07 00 10 Y.
0030 8B 73 00 00 A. o
T T T T T T T T s mm s s mmmm s mm s Appendix

[##] [147:112:0] "(knxnetip) reserved protocol field with data" [*x]

Demonstration

Outlook

-- [0] /home/admin/captures/COVERT_CHANNEL.pcap

Figure 15: Non-null data in reserved protocol field
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#4 Individual Adressing

$ snort -c snort.lua local.rules -r INDIVIDUAL_ADDRESSING.pcap -A alert_full -d -X -e
Introduction

Snort 3.0

knxnetip.raw[65]: KNXnet/IP
e el ol il Service Inspector
0000 ©OA 02 02 02 02 62 A 01 01 01 01 01 08 00 45 00
0010 00 33 12 34 00 00 FF 11 3A C1 AC 16 0A 4C AC 16
0020 0C 4C OF 57 A3 F7 00 1F 41 C8 06 10 04 20 00 17
0030 04 17 B7 00 29 00 BC[60] 76 04 76 03 03 00 80 OC ....)..° V.V..... Outlook
0040 83 o
°SS SoSoSoSSSSSo0S0S SooGOSSSco0Soo SSSooSoS9SS Appendix
[*#+] [147:11:0] "(knxnetip) individual addressing: (7.6.3)" [xx]

ve

Demonstration

-- [e] /home/admin/captures/INDIVIDUAL_ADDRESS.pcap

Figure 16: Individual destination address alert
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#5 Device Programming

$ snort -c snort.lua local.rules -r APP_SERVICES.pcap -A alert_full -d -X -e

Introduction

Snort 3.0

knxnetip.raw[65]: KNXnet/IP
T T TP Service Inspector

Live
Demonstration
0030 04 15 74 00 29 00 Bo E0 76 05 00

0040 D . Outlook

0000 00 23 24 51 C3 D3 @0 24 6D e0 C7 55 08 00 45 00
0010 00 33 70 65 00 00 10 11 C9 7C AC 16 ©A 4C AC 16
0020 OE 60 OE 57 D1 F5 00 1F ©B D1 06 10 04 20 00 17

) Appendix
[*#+] [147:14:0] "(knxnetip) illegal application layer service type:

A_IndividualAddress_Write" [#]

-- [e] /home/admin/captures/APP_SERVICES.pcap

Figure 17: application layer service alert
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#6 Group Address

$ snort -c snort.lua local.rules -r GROUP_ADDRESS.pcap -A alert_full -d -X -e

knxnetip.raw[65]:

0000 ©OA 02 02 02 02 02 OA 01 01 01 01 01 08 00 45 00
0010 00 33 12 34 00 00 FF 11 3A C1 AC 16 0A 4C AC 16
0020 0C 4C OE 57 A3 F7 00 1F 97 4A 06 10 04 20 00 17
0030 04 17 B7 00 29
0040 83

[**] [147:12:0] "(knxnetip) illegal group address: (4/0/1) or (4/1)" [*x]

-- [0] /home/admin/captures/GROUP_ADDRESS.pcap

Figure 18: Invalid group address alert
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#7 Maxima, Minima

$ snort -c snort.lua local.rules -r EXTREMA.pcap -A alert_full -d -X -e
Introduction

Snort 3.0

knxnetip.raw[65]: KNXnet/IP

_____________________ Service Inspector
0000 ©OA 02 02 02 02 02 OA 01 01 01 01 01 08 00 45 00 o
0010 00 33 12 34 00 00 FF 11 3A C1 AC 16 ©A 4C AC 16 .3.4....
0020 0C 4C OF 57 A3 F7 00 1F B6 59 06 10 04 20 00 17 .L.W.... .Y
0030 04 07 A1 00 29

ve

Demonstration

Outlook
0040

o Appendix
[#*] [147:19:0] "(knxnetip) value out of range (max): 33.3 ©C (Maximum: 32.75 ©C)" [#x]

-- [e] /home/admin/captures/EXTREMA.pcap

Figure 19: Maxima alert
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#7 Maxima, Minima CRE

$ snort -c snort.lua local.rules -r EXTREMA.pcap -A alert_full -d -X -e
Introduction

Snort 3.0

knxnetip.raw[65]: KN)Snet/lP
e e e e e Service Inspector

0000 ©OA 02 02 02 02 02 OA 01 01 01 01 01 08 00 45 00 ........ cooooalEa .
0010 00 33 12 34 00 00 FF 11 3A C1 AC 16 0A 4C AC 16 .3.4.... calkac Demonstration
0020 4C ©F 57 A3 F7 00 1F oC 5E 06 10 04 20 00 17 .L.W.... ."... ..

0030 07 A1 00 29 00 BC E® 76 04 19 00 03 00 80|0A| ....)... V....... Outlook
0040

””””””””””” Appendix

[#*] [147:20:0] "(knxnetip) value out of range (min): 11.1 ©C (Minimum: 12.50 ©C)" [#*]

-- [0] /home/admin/captures/EXTREMA.pcap

Figure 20: Minima alert
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#8 Group Members

$ snort -c snort.lua -R local.rules -r GROUP_MEMBERS.pcap -A alert_full -d -X -e
Introduction

Snort 3.0

knxnetip.raw[63]: KNXnet/IP

B T I I S I Service Inspector
0000 B8 27 EB 3C 91 42 00 24 6D 00 C7 55 08 00 45 00
0010 00 31 Fo 3F 0 00 10 11 4B B8 AC 16 ©A 4C AC 16
0020 0C 4C ©E 57 A1 CD 00 1D 6C D2 06 10 04 20 00 15
0030 04 06 A5 00 2E

ve

Demonstration

00 01 01 00 81 ........ Seeeenn Outlook

[#+] [147:18:0] "(knxnetip) illegal individual address 5.3.202 (Central, group: ©/e/1 Appendix

or /1, members: 7.6.2,7.6.4,7.6.7)" [**]

-- [e] /home/admin/captures/GROUP_MEMBERS.pcap

Figure 21: Individual Address is not a group member
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Acronyms

AD
AL
BACnet
BAS
GA
IDS
P

IT
KNX
PCAP
SD
SPA

Anomaly-based Detection
Application Layer

Building Automation and Control Networks
Building Automation System
Group Address

Intrusion Detection System
Internet Protocol
Information Technology
Konnex

Packet Capture
Signature-based Detection

Stateful Protocol Analysis
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Appendix - Detection Capabilities

$ snort —help-module knxnetip

147

147

147:
147:
147:
147:
147
147

147

© oY o

147
147:
147:
1471
147:
147
147
147:
147:
147

Rules:

a
2
3
4

@

10
11
12
13
14
15
16
17
18
19

knxnetip

(knxnetip)
(knxnetip)
(knxnetip)
(knxnetip)
(knxnetip)
(knxnetip)
(knxnetip)
(knxnetip)
(knxnetip)
(knxnetip)
(knxnetip)
(knxnetip)
(knxnetip)
(knxnetip)
(knxnetip)
(knxnetip)
(knxnetip)
(knxnetip)
(knxnetip)

erroneous packet content

invalid header size

invalid protocol version
total length of packet does not match received length
invalid service type
total length of packet does not match expected length
unsupported DIB type
unsupported connection type
unsupported SELECTOR type

unsupported application layer service type

reserved protocol field with data

unsupported CEMI service

CEMI processing error

individual addressing

illegal service type

illegal application layer service type

illegal group address

illegal individual address

value out of range (max)

Figure 23: KNXnet/IP: help instructions, builtin rules
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Appendix - Configuration File

41 knxnetip =

43 global_policy = 2,
44 policies =
{

{ References

47 inspection = true,

48 detection = true,

49 individual_addressing = true,

50 services = { 'SEARCH_REQUEST’, ’'DESCRIPTION_REQUEST' },
51 app_services = {

52 'A_IndividualAddress_Write’,

53 "A_IndividualAddress_Read’

54 N

55 group_address_level = 3,

56 group_address_file = 'etc/knxnetip/group_address.xml’,
57 header = true,

58 payload = true

61 detection = true,

62 individual_addressing = true
63 }

64 h

65 ?ervers =

Listing 7: KNXnet/IP Service Inspector Configuration Example




Appendix - ETS Group Address Export

File Machine View Input Devices Help
ETS5™ - Smart Home Kofer Referenz X

Beabeiten Aeitsereich Inbetriebnahme Diagnose  Exras  Fenster
© Projet schieten 5 - = Repors | (] Abeisbereich + |22] Ktaoge | [P Diagnese
Gerite ¥ ~ 0 <
Gerste v Loscher © Gersteinfo ~ uriich Entladen ¥ &4 Drucken e »

~  Adresse * Raum Beschreibung  Applikationsprogramm Adr Pvg Par Grp Cfg Hersteller

0 Gerte
&5 Dynamische Ordner 7s2 Suitching, Dimming 21 - - MDT technologies o)
1076246002010 Diing scutor 24 47 10763 Hesting actatr 4-od 00000 Wrumiose >
0763 01010002 Hesingsctsor 404 2. o3 e XXX
11764 Glass Central Operation Unitwith LCD. | 767 Switch, Staircase 8 / Shutter, Blinds 4f o 0 o o 0 M‘Tﬁe:hn’\\ug\es
4] 765 Interface N 148/11 USB 76100 NETx KNX IP Router

11 7,67 AKU-0816.01 Universal Actuator 8-fold,1
4] 7.6:100 NETx KNX 1P Router B003576

Gerste  Parameter

Gruppenadressen o

+ Hauptgruppen inzufigen | © Gersteino + ) Zurscksetzen Drucken
[ Gruppenadressen Beschreibung Durch Lini
55 Dynamische Or¢ Nein
3 ciden .

Nein

Nein

Einf

Inhalte infigen

Erwetertes
[ Gruppenadressen exportieren
Gruppenadressen importieren
Eigenschaften Alt « Enter
Hauptgruppen

KNX/EIB-USB Schnittstel. |+ 75 Kefer 5003576

& W@Qu@@@@@klghtctrl

Figure 24: ETS Group Address Export (1/2)
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Appendix - ETS Group AddreSS ?;CHNIKUM

WIEN

File Machine View Input Devices Help
ETS5™ - Smart Home Kofer Referenz X

Gruppenadressen exportieren
References
Ausgabeformat

© XML XML (ETS4 Format) csv (CSV (ETS3 Format)

Mittel/Untergruppe getrennt
3 - Gruppenn: esse als Haupt- Mittel- Untergruppe
1/1-Name
3/3 - Haupt- Mittel- Unter- Name/Haupt- Mittel- Unter-
Export mit Kopfzeilen
TSV Separator
© Tabulator
Komma
Semikolon

Exportdateiname

Figure 25: ETS Group Address Export (2/




Appendix - KNXnet/IP Protocol TECHNIKUM

WIEN

KNXnet/IP header
+-T-4-6-+-5-4-4-+-3-4-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+

| HEADER_SIZE_10 | KNXNETIP_VERSION |

| _ (o6h) | _ (10n) | et
+-7-4-6-+-5-4-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+ Sierences
|  ROUTING_INDICATION |

|  (©530h)

+-T-4-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
|  HEADER_SIZE_10 + sizeof(CEMI Frame) |
|

B ST T e e e e s TS eI SN A

KNXnet/IP body
+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
|  CEMI Frame

| (variable length)
+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-+

Figure 26: KNXnet/IP Protocol: Header & Body [8]
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Appendix - KNXnet/IP Body, L_Data Service TECHNIKUM
-
e e LR TP T + - - - - KNXnet/IP header - - - -
| e6h | header size
L I +
| 10h | protocol version
o e e e +
| 04h |\
T + > service type identifier 0420h
| 20h |/ Acronyms
s +
. -\
Fom e e e e e e e e e e e e + > total length, L+12 octets
| L+6Ch |/
e + - - - - connection header - - - -
| 06h | structure length of connection header
o mm e e e e oo +
| 15h | communication channel ID, e.g. 21
T +
| 00h | sequence counter
e m o e e eeoiiooioo-- +
| 06h | reserved
R e EE L L L L LT + - - - - CEMI frame - - - -
| 11h | message code (e.g. L_Data.req message)
T TR T +
| 06h | additional information (none)
e T +
| I\
L T T T + |
| | > Service Information (L bytes)
B + |
| | 7
R L LT TR +
Figure 27: KNXnet/IP TUNNELLING_REQUEST [g]
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Appendix - L_Data Service Frame Structure

Message | Additional | Additional Control Control Src. Src. | Dest. | Dest. NPDU
Code Info Length | Information field 1 field 2 High | Low | High | Low
MC AddIL Ctrll Ctrl2 SAH | SAL | DAH | DAL L TPCI/APCI & data
1 octet loctet | var.length 1 octet 1 octet 2 octets 2 octets 1 octet var. length

Figure 28: L_Data Service Frame Structure (cEMI) [§]

Ctrl2:

e Destination Address Type(AT) (msb):

encoding:

Control field 2

0:
1:

1 octet
Ctrl2
7 [6]5]4[3]2[1] 0
w
g 2| 5

individual

group

e Hop Count (HC) (bit 6 to bit 4):
encoding:

encoding:

value binary encoded
e  Extended Frame Format (EFF) (bit 3 to bit 0 (Isb)):

0000b: for standard frame (long frames, APDU > 15 octet)
01xxb: for LTE frames

Figure 29: Control Field 2 [8]
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